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It also includes additional materials:

e Value Perception Worksheets — for assessing and evaluating
the value of using the toolkit;

e Sketch Sheets — illustrations by artist, Alice Angus, which are
derived from our co-design workshops with young people
visualising many of their concerns and feelings about the
internet, data and algorithms;

e Keyword Sheets — keywords also derived from our co-design
workshops with young people.

Co-Design Workshop Findings

The toolkit has been co-created with young people and
stakeholders whose input has greatly informed the design
process. We conducted a series of workshops with young people
aged twelve to seventeen in two schools and with a group

of sixteen to twenty-two year olds in a community centre to
understand more about how aware they are of the issues,

how relevant to their own lives they perceive them to be and,
what they thought should be done.

Our observations revealed a consistent fatalism and lack of a
sense of agency linked to the highly personalised nature of
young people’s interactions with the technologies. This fostered
a sense of isolation and inability to effect change, coupled with
a very limited sense of their rights and how the law already
protects them in their interactions with service providers and big
companies. They often feel that their voice is neither heard nor
listened to, even when they are the targets of some of the most
aggressive marketing techniques.

Many of the participants were surprised both at the scale of
algorithmic systems and how much their data and behaviours are
already tracked across the internet by government and industry.
What might start with a degree of apathy and lack of concern
always ended with intense debate and with a sense that their
generation will be the next to shape and determine the future.
This toolkit should help focus and amplify such debates.
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HUMAN RIGHTS RECOGNITION WHAT IS AN ALGORITHM? DISCRIMINATION

some of your basic rights are: + accomplishment & mastery An algorithm is a process o list of Discrimination means treating a

« right to life + being visible rules to follow in order to complete person unfairly because of who

« right to respect for private and « high achievement & success a ‘fk' “Ked' solving a ’;"’b'e’"' they are, or because they possess
family life . making a decision or, doing a certain characteristics. If you have

. hlyl ibert public credit & respect calculation. When an algorithm is been treated differently from other
right to personal liberty + social status written, the order of its instructions people only because of who you

« right to freedom of expression o fame is critical: it determines the result are or because you possess certain

« right to freedom of belief and *  competency & proficiency of the process. characteristics, you may have been
religion + selferespect & pride discriminated against.

Algorithms are essential to the way
+ self-esteem

* right to non-discrimination computers process data. Their design Discrimination can occur in
« right to a fair trial *  seniority is often influenced by other factors different forms:
nghtto s fair tria + prestige such as laws and values deemed o act i iation
* fight ot o be tortured or treated Important to society 3 direct discrimination
inhumanely
* discrimination by association
« right to protection of property Algorithms are ubiquitous in Y

« discrimination by perception
« harassment
* victimisation

everyday life. They are embedded
in the software of our personal
computers and devices as well as in

the wider infrastructures facilitating earn more about UK equal opportunities:
and controlling modern day life. wow.equalityhumanrights.com
UNEAS UNEIAS UNEIAS UNETAS
BE THE ALGORITHM :
PERSONAL INFORMATION PERSONALISATION POSITIVE DISCRIMINATION
HIRING STAFF
«  home address Personalisation helps users and also imagine you are an algorithm that What positive qualities do other people
«telephone number provides a way for platforms to boost selects interview candidates for a job: see in you
« mobile phone number their advertising revenue. However, .+ what data would you fike to k Set up the room ‘speed dating’ style,
+ email addresses personalisation could lead to online what data would you like to know wiith chairs facing one another:
. | media id filter bubbles in which users only about the candidates « elect someone to keep time;
social media identities see content that is similar to what « what data shouldn’t you know? « when they give the signal, you
*  places of education they have already liked, thereby * how would you use the data to have 30 seconds each to notice and
« places of work reinforcing narrow or inaccurate select who to interview or not? share 3 positive qualities about your
«  previous addresses viewpoints. Personalisation can « what values would guide your opposite partner, and vice-versa,
«  sexual orientation also P'OduZe‘aﬂmﬂ"glvhma«wa:e decision? « note down the qualities you are
« ethnic identity T oy ShopPIh ftems, « what rights and laws would you given by each partner;
relevant job advertisements etc) or « When the timekeeper gives the
«  family background even potentially discriminatory ones. need to respect and comply with?
" p ly y ones. signal, move onto the next person.
(e.g. natural family, adopted, Personalisation algorithms collate and * what factors might affect the
fostered, in social care) act on information collected about outcome? Did you know that other people
online users. Some people regard this + how would you communicate your ‘thought about you like this?
as a breach of privacy, leading to an decision to the candidates? How does it feel to have your qualities
emergence of options to opt out of + what could the consequences be? recognised or ignored?
personalisation advertisements and Does it feel like their observations were
not to be tracked as you browse online. positively biased in your favour?
UNEIAS UNEIASs UNEIAS UNEIAS

Data — 12 cards describing types of personal data we commonly
share across numerous platforms and services.

Values — 10 cards with over one hundred values that typically
motivate people in everyday life.

Rights — 8 cards summarising key rights upheld by United
Kingdom law: human rights, disability rights, equality rights,
consumer rights, employment rights, data protection rights,
health and safety and patient rights.

Factors — 4 cards describing common factors which affect
decision-making — whether human or machine-automated — bias
& prejudice, discrimination, trust and fairness.

Glossary — a simple explanation of an algorithm is. An additional
card describes Artificial Intelligence and Machine Learning.
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VALUE PERCEPTION

Purpose

The value perception worksheets have two purposes:

1 as a prospective tool both participants and stakeholders to
imagine the potential value of participating in the UnBias
public civic dialogue.

2 as an evaluation tool for reflecting on what participation has
actually resulted in, for instance for participants to evaluate
any responses to the TrustScapes in Stakeholders’ MetaMaps.

Both worksheets use a matrix of hexagons to map out
motivations, opportunities, costs, values and other factors in
using the TrustScapes and MetaMaps.

How to Use

Print out a copy at the size most useful for your purposes, e.g.:
for individuals — A3 size
for a small group — A2 size
for larger groups — A1 poster size.

Bigger sizes can be printed cheaply at local copy shops.

The Value Perception sheets are intended as personal or group
reflection tools, not as contributions to the public civic dialogue.

However, if you do wish to share a completed — and anonymous —
worksheet, please email it to us: unbias@cs.ox.ac.uk

We will post it on UnBias’ website and social media (Instagram &
Twitter).

"3}1] Aj1ep 1noA spayje seiqg moy buisiuboday e
£5924N0S |BD1I0]SIY Ul SeIq 10919P 9M UBD MOH e

ieipaw ayi 1snuy am op Aypa

{SP39} SM3U JNO U] S21401S SY3 SOPIAP IBYAA o

‘wninoland ayl

$SoJde pue s13[gNs JUBJIBHP Ul SAOYSHIOM JO SISSE|D Ul SAIHAIDE
pue s21eqap 404 SPJed BY} SN UBD SI0}BINPS pue SIdydea]

JUBWHWWOD

uoijebiysanul jo sdidoy

SSUDAIIUBNY

ssau|nyybnoy

?duUdlled uol}N}U| UOISIA
Kpeus) uolleUIWIRIR( PEEL)

MM 9xeln JnownH

1ybisu| Avijeun dNIDN
fssuoH yie4 uny
ALIAILISUDS yJedg ssaupury|
Jo1199 ssau|njaybnoy Ayredw3
SSaUJRMY adoH Avgeyoeosddy
jusjel YINoA Buiualsi

Aneag 9dUdPILUOD asipadx]

aALIQ Ananeasd 9JUdsaId

Aubaqu| SIS 9dualIadx3 9417
wsiwido yibuauiis Ayigessuinp
abuajeyd 1oddng abeino)
SS9U|N}JIN0SAY WOopSIAN ssau|nyhe|d
Ayisonn) uonesnp3 Juswabebuy
191199 uolnedidsu| Rsianig

uolssed wseisnyjug ssau|njadead
UOI3BJIUDDUOD uoI9|}9Y ssauaAnIsinbuy
Buipueisiapun SN>04 ssauuadQ

:SUOISIDAP O ew swalsAs Jo ajdoad

2duanjul 1ybiw Asyl sAkem ayi ssndsIp O3 WYl aUIquiod ‘spied ayl
Buisn a1e noA usym Japisuod 03 saljjenb awos aJe mo|ag sanjea
pue sja119q A10121peJluod aaey usapo pue xa|dwod aie 9|doad
sailljenb [euosiad

- SYIEND

FAIRNESS TOOLKIT HANDBOOK

OTOLLG0T010T 0111000 011101

Gl Ve

A i 12X
0 9101GTOIIILOILOTTIID IO

and consequences it can have.

Why is this important?

Decisions about our lives are made by systems that are
increasingly being automated. The cards can help build
awareness of where and how such decisions occur. They also help
to develop critical thinking capacities about whether or not the
decisions may be biased, and what factors might motivate any
discriminatory or unfair outcomes.

Risk and trust

Risk and trust are inseparable and intertwined. The more we are
at risk of vulnerability, the more important trust becomes. Many
of the Exercises rely on and explore trust between participants.
They also offer a space of self-reflection about how we trust
ourselves, and how we perceive our world-view: as safe or
unsafe, hostile or friendly, happy or sad, open or closed etc.
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How to Use

MetaMaps can be completed by an individual or by a group.
Print out a copy at the size most useful for your purposes, e.g.:
for individuals — A3 size
for a small group — A2 size
for larger groups — A1 poster size.
Bigger sizes can be printed cheaply at local copy shops.

Select a TrustScape from those shared online via the UnBias social
media (Instagram, Twitter & Facebook). Print it out and stick it
onto the MetaMap in the box provided:

for A3 MetaMaps — print TrustScape at A5 size

for A2 MetaMaps - print TrustScape at A4 size

for A1 MetaMaps - print TrustScape at A3 size

Responding to a TrustScape

Bear in mind that, although anonymous, each TrustScape is the
work of a person or group who are sharing their perceptions and
feelings about crucial issues affecting our society. Try to respond
in both an informative way and an aspirational way.

Please remember to be respectful about the young people’s
perceptions and feelings — your response will be a contribution to
a public civic dialogue which they will be part of.

Sketches & Keywords

The toolkit also includes sketches and keywords you may wish
to use in your own response. Print them out on label sheets and
stick them in the boxes or use them as inspiration for your own
words and drawings.

Keep Your MetaMap Anonymous

MetaMaps are designed to be shared online so please do not add
any personal details or information that could identify you. But
don't worry if you do — we’ll anonymise any we spot that need it.
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¢ Acknowledging your own biases.

¢ Investigating the consequences of your own bias.

¢ How do you know if you have acted fairly?

e \What makes us trust social media?

e How are agorithms created and used in computer science?

e Addressing bias when writing computer programmes.

¢ Are search engines trustworthy?

¢ How can we discern facts from opinions?

e How can you collect, analyse and represent data to prevent bias?

e Can you prevent bias in statistics?

¢ How do you identify information sources that are reliable and
trustworthy?

¢ How does bias affect the use of data and graphs in different
subjects?

Games & Play

Adapt games you already know as a way of familiarising yourself
and others with the issues. For instance:

HAPPY FAMILIES: Shuffle the deck and deal them out amongst
the players. Players then take turns to pick a card from the player
next to them. When a player has 4 cards from any of the same
suits they can lay them down. The aim is to have as many suits of
4 as possible.

TRUMPS: Pick an Example Card place it face up. Select the Data,
Rights, Factors and Values Cards, shuffle them and deal them out
among the players. Players then take turns to add their cards on
top explaining why they are relevant to the Example. The winner
will have put down the most relevant cards per example.

GUESS WHO?: Use the Data, Rights, Factors, Example and Values
cards. Shuffle them and deal each player a card. Players then take
turns in asking each other one question to try to work out which
card each player has. The correct guess wins the card, the aim
being to win as many cards as possible.

10
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STAKEHOLDER METAMAP

Purpose

The MetaMap is a worksheet for stakeholders in the ICT industry,
policymaking, regulation, public sector and research to respond
to the TrustScapes. By selecting and incorporating a TrustScape
from those shared online, stakeholders can respond to the
participants’ perceptions.

MetaMaps will also be captured and shared online via UnBias
social media to enhance the public civic dialogue, demonstrating
the value of participation to young people in having their voice
listened and replied to.

MetaMaps offer an anonymous means for stakeholders to
participate in a public civic dialogue about issues that are of
fundamental importance to our society. They provide a civic
thinking tool that adds value to the voices and concerns of
users represented in the TrustScapes and which validates their
participation in a responsible, civic process.
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BY COMPANIES AND AUTHORITIES?

(©ro]

IDEALLY, WHAT WOULD YOU LIKE TO SEE DONE?

HOW DO YOU THINK THESE ISSUES ARE BEING

UNEJAS B TRUSTSCARPE | _unbis.w.horizon.ac.uk

Use this works|
Use the word

DESCRIBE AN EXPERIENCE OF ONLINE BIAS, UNFAIRNESS OR UNTRUSTWORTHINESS YOU HAVE HAD OR ARE CONCERNED ABOUT
ILLUSTRATE WHAT IS IMPORTANT TO YOU ABOUT THIS EXPERIENCE




